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2. 0. Goldreich: Foundations of Cryptography: Volume 2, Basic Applications, New
York, NY: Cambndge University Press, 2006.Y. Lindell, J. Katz: Introduction to
Modern Cryptography, Chapman Hall/CRC, 2007.

3. Jonathan Katz and Yehuda Lindell. 2014. Introduction to Modern Cryptography,
Second Edition (2nd ed.), Chapman & Hall/CRC. (Chapters 5-6)
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Oded Goldreich. 2004. Foundations of Cryptography: Volume 2, Basic Applications.
Cambridge University Press, New York, NY, USA. (Chapter7).

Berry Schoenmakers, Cryptographic Protocols, 2004, Technische Univer- siteit
Eindhoven. (Chapter 3)

Carmit Hazay and Yehuda Lindell. Efficient Secure Two-Party Protocols: Techniques
and Constructions (1st). 2010, Springer-Verlag New York, Inc., New York, NY,
USA. (Chapters 5, 6, 7)

Lecture Notes
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I. Wu, Chuan-Kun, and D. Feng. Boolean Functions and Their Applications in

Cryplography. Springer, 2016,
2. A. Joux, Algorithmic Cryptanalysis, Chapman & Hall/CRC, 2009,
3. 1. Katz, Introduction to Modern Cryptography, Chapman Hall/CRC, 2007.
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. Kazuo Sakiyama, Li Yang, and Yu Sasaki, Security of Block Ciphers: From
Algorithm Design to Hardware Implementation" wiley 2015
L R. Knudsen and M. Robshaw, The Block Cipher Companion. Springer, 2011.

Theses

Preneel, Bart. Analysis and design of cryptographic hash functions. Diss. PhD thesis,

Katholieke Universiteit Leuven, 1993,

Mennink, Bart. Provable security of cryptographic hash functions. Diss. University of

Bristol, UK, 2013.

. Lauridsen, Martin Mehl, Christian Rechberger, and Lars Ramkilde Knudsen. Design
and Analysis of Symmetric Primitives. Diss. Technical University of

DenmarkDanmarks Tekniske Universitet, Department of Applied Mathematics and

Computer  Sciencelnstitat  for  Matematik og  Computer  Science,

CryptologyKryptologi, 2015.
Papers
Marc  Kaplan, Gaétan  Leurent, Anthony  Leverrier, Maria  Naya-Plasencia:

Breaking Symmetric Cryptosystems Using Quantum Period Finding. CRYPTO
(2) 2016: 207-237.
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« Books

1. S. V. D. Hankerson and A. Menezes: Guide to Elliptic Curve Cryptography, 2004,
Springer.
2. J. Hoffstein, J. Pipher and J. H. Silverman: An Introduction to Mathematical

Cryptography, 2014, Springer.
3. N. Mrabet, M. Joye: Guide to Pairing-Based Cryptography. Chapman & Hall/CRC

(2016).
4. L. Washington: Elliptic Curves: Number Theory and Cryptography, 2nd edition,
2003, Taylor & Francis.

« Papers

1. D. Boneh, M. Franklin: Identity-Based Encryption from the Weil Pairing. SIAM J.
Comput. 32(3), 586-615 (2003).
2. D. Boneh, H. Shacham, and B. Lynn: Short Signatures from the Weil Pairing. J.
Cryptology 17(4), 297-319 (2004).
3, A Joux: A one Round Protocol for Tripartite Diffie-Hellman. J. Cryptology 17,
263-276 (2004).
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Books

I. J. Hoffstein, J. Pipher, and J. H. Silverman, An introduction to mathematical
cryptography. Vol. 1. New York: springer, 2008,
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D. Micciancio, S. Goldwasser:Complexity of lattice problems: a cryptographic
erspective. Vol. 671. Springer Science & Business Media, 2012.

Lecture Notes

D. Micciancio: Lattices in cryptography and cryptanalysis, 2002. Lecture notes
of a course given in UC San Diego.

Theses

1,

C. Gentry. A fully homomorphic encryption scheme. Ph.D. thesis, Stanford
Umniversity, 2009

Papers

bt

D. Boneh and D. M. Freeman: Linearly Homomorphic Signatures over Binary
Fields and New Tools for Lattice-Based Signatures.Public Key
Cryptography 2011: 1-16.

P. Q. Nguyen,]. Sterm: The Two Faces of Lattices in
Cryptology. Cal.C 2001, 146-180.

C. Peikert:A Decade of Lattice Cryptography. Foundations and Trends in
Theoretical Computer Science 10(4): 283-424 (2016).
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Books

Dwork, Cynthia, and Aaron Roth. "The algorithmic foundations of differential
privacy." Foundations and Trends® in Theoretical Computer Science 9, no. 34
(2014): 211-407

Hundepool, Anco, Josep Domingo-Ferrer, Luisa Franconi, Sarah Giessing, Eric
Schulte Nordholt, Keith Spicer, and Peter-Paul De Wolf. Statistical disclosure control.
John Wiley & Sons, 2012,

Wiley Duncan et al (2011) Statistical Confidentiality: Principle and Practice. Springer

Lecture Notes

Andrej Bogdanov. Lecture notes on Data Privacy.
www.cse.cuhk edu hk/~andrejb/csci5 520/
Tal Malkin. Advanced Cryptography (Data Privacy). Spring 2010,
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* Books

1. Boneh, Dan, Amit Sahai, and Brent Waters. "Functional encryption: Definitions and
challenges.” Theory of Cryptography Conference. Springer Berlin Heidelberg, 2011.

2. Yi, Xun, Russell Paulet, and Elisa Bertino. Homomorphic encryption and
applications. Vol. 3. Berlin: Springer, 2014.
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o Theses

1. C. Gentry. A fully homomorphic encryption scheme. Ph.D. thesis, Stanford

University, 2009
« Papers

1. Regev, Oded. "The leaming with errors problem." Invited survey in CCC (2010): 15.
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Books:

1. Stefan Rass , Daniel Slamanig. Cryptography for security and privacy in cloud
computing. Artech House publication. 2013,

Oline Course
1. Encrypted Search: http://cs.brown.edw/~seny/2950-v/
o  Theses

. Muhamad Naveed, secure and practical computation on encrypted data,
University of Illinois at Urbana-Champaign, 2016.

2. Justin R. Thaler, Practical Verified Computation with Streaming Inleractive
Proofs. Harvard University Cambridge, Massachusetts. May 2013,

3. Raluca Ada Popa, Building Practical Systems That Compute on Encrypted
Data, Massachusetts Institute of Technology, 2014; 0830542,

e Papers

1. Jun Tang, Yong Cui, Qi Li, Kui Ren, Jiangchuan Liu, Rajkumar Buyva:
Ensuring Security and Privacy Preservation for Cloud Data Services. ACM
Comput. Surv. 49(1): 13:1-13:39 (2016).
Christoph Bisch, Pieter H. Hartel, Willem Jonker, Andreas Peter:
A Survey of Provably Secure Searchable Encryption. ACM Comput. Surv.
47(2): 18:1-18:51 (2014).
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o Books

5. Oded Goldreich, 2006, Foundations of Cryptography: Volume 1. Cambndge

University Press, New York, NY, USA. (Chapter 4)

6. Oded Goldreich. 2004. Foundations of Cryptography: Volume 2, Basic Applications.

Cambridge University Press, New York, NY, USA. (ChapterT).

7. Berrv Schoenmakers, Cryptographic Prolocols, 2004, Technische Univer- siteit

Eindhoven. (Chapter 5)

8. Carmit Hazay and Yehuda Lindell. Efficient Secure Two-Party Protocols: Techmiques
and Constructions (1st). 2010, Springer-Verlag New York, Inc., New York, NY,

USA. (Chapters 5,6, 7)
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9. Rosen, Alon. Concurrent Zero-Knowledge: With Additional Background by Oded
Goldreich. Springer Science & Business Media, 2007. Harvard

* Lecture notes

10. Damgérd, 1. "On Sigma protocols. Notes for Cryptographic Protocol Theory course.”
11. Helger Lipmaa. Lecture course on Zero-knowledge and some applications.
http://kodu.ut.ee/~lipmaa/teaching/Bergen2004.pdf

e Papers

12. Uniel Feige, Adi Shamir: Witness Indistinguishable and Witness Hiding Protocols.
STOC 1990: 416-426

13. Oded Goldreich, Hugo Krawczyk: On the Composition of Zero-Knowledge Proof
Systems. SIAM J. Comput. 25(1): 169-192 (1996)

s  Theses

14. Vadhan, Salil Pravin. "A study of statistical zero-knowledge proofs." PhD diss.,
Massachusetts Institute of Technology, 1999.
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- Books

1. Ronald Cramer, Ivan Bjerre Damgrd, and Jesper Buus Nielsen. 2015. Secure
Multiparty Computation and Secret Sharing (st ed.). Cambndge University Press,
New York, NY, USA.(Chapters 2,3,11).
Yehuda Lindell, Composition of Secure Multi-Party Protocols, 2003, 1st,
Springer-Verlag Berlin Heidelberg (Chapters 2,3.4).

)

¥




3. Carmit Hazay and Yehuda Lindell. Efficient Secure Two-Party Protocols:

4.

5.

61

Techniques and Constructions (1st). 2010, Springer-Verlag New York, Inc., New
York, NY, USA. (Chapters 5.6,7).

Oded Goldreich. 2006. Foundations of Cryptography: Volume 1. Cambridge
University Press, New York, NY, USA. (Chapter 4).

Oded Goldreich. 2004, Foundations of Cryptography: Volume 2, Basic
Applications. Cambridge University Press, New York, NY, USA. (Chapter 5).
Yehuda Lindell. Composition of Secure Multi-Party Protocols, A Comprehensive
Study. Lecture Notes in Computer Science 2815, Springer 2003, ISBN 3-540-
20105-X

Online Course

hitp://drona.csa.iisc.emet.in/~arpita/SecureComputationl 5. html

Papers

7.

10.

Yehuda Lindell and Benny Pinkas. 2011. Secure two-party computation via cut-
and-choose oblivious transfer. Springer-Verlag, Berlin, Heidelberg

Yehuda Lindell: How To Simulate It - A Tutorial on the Simulation Proof
Technique. IACR Cryptology ePrint Archive 2016: 46 (2016)

R. Canetti. 2001. Universally Composable Security: A New Paradigm for
Cryptographic Protocols. IEEE Computer Society, Washington, DC, USA, 136-.
Mihir Bellare, Viet Tung Hoang, Phillip Rogaway: Foundations of garbled
circuits. ACM Conference on Computer and Communications Security 2012: 784-
796.
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1. 1. B. Nielsen, I. Damgéard, R. Cramer: Secure Multiparty Computation and Secret
SharingCambndge University Press, 2015, (Part 11, Secret Shanng)




2., D.R. Stinson: Cryptography. Theory and practice. Third edition. Discrete
Mathematics and its Applications. Chapman & Hall/CRC, 2006. (Chapter 13)

« Lecture Notes

3. C. Padré: Lecture notes in secret sharing. Cryptology ePrint Archive 2012/674,

» Theses

4. Gennaro, Rosario, "Theory and practice of verifiable secret sharing." PhD diss,,

Massachusetts [nstitute of Technology, 1996.

O. Farrds. Multipartite Secret Sharing Schemes. PhD diss.UPC (2010)

K. M. Martin, Discrete Structures in the Theory of Secret Sharing, Ph. D. Thesis,

University of London, (1991).

7. Patra, Arpita. "Studies on Verifiable Secret Shanng, Byzantine Agreement and
Multiparty Computation.” PhD diss., INDIAN INSTITUTE OF TECHNOLOGY,
MADRAS, 2010.

8. Kumaresan, Ranjit. Broadcast and Verifiable Secret Sharing: New Security Models
and Round Optimal Constructions. Diss, 2012.

9. A. Yang. Secret Shaning Schemes and Polymatroids. PhD diss NTU (2014).

o w

« Papers

10. A. Beimel, Y. Ishai: On the Power of Nonlinear Secret Sharing Schemes, SIAM J.
Discrete Math. 19 (2005) 258-280.
11. A, Beimel: Secret-Sharing Schemes: A Survey. IWCC 2011: 11-46.
12. O. Farras, T. B. Hansen, T. Kaced, and C. Padrd: On the Information Ratio of Non-
Perfect Secret Sharing Schemes. Cryptology ePrint Archive, Report 2014/124, 2014.
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« Lecture notes
1. Ron Rivest. Selected Topics in Cryptography (Lectures 17-27 on mixnets).
hitp://courses.csail. mit.edu/6.897/spring04/materials. html

«  Online Course
1. 1. Alex Halderman. "Securing Digital Democracy.": www. coursera.org

+  Theses
2. Adida, Ben. "Advances in cryptographic voting systems.” PhD diss.,
Massachusetts Institute of Technology, 2006.Stathakidis, Efstathios. Formal
modelling and analysis of mix net implementations. Diss. University of Surrey,
2015.
3. Essex, Alexander. "Cryptographic End-to-end Verification for Real-world
Elections.” (2012).




4. Kempka, Carmen. Matters of Coercion-Resistance in Cryptographic Voting
Schemes. Diss. Karlsruhe, Karlsruher Institut fiir Technologie (KIT), Diss., 2014,
2014,

5. Terelius, Bjom. Some aspects of cryptographic protocols: with applications in
electronic voting and digital watermarking. Diss. KTH Royal Institute of
Technology, 2015.

» Papers

6. Ben Adida: Helios; Web-based Open-Audit Voting. USENIX Security
Symposium 2008: 335-348

7. Chns Culnane, Peter Y. A. Ryan, Steve A. Schneider, Vanessa Teague: vVote: A
Verifiable Voting System. ACM Trans. Inf, Syst. Secur, 18(1): 3:1-3:30 (2015)

8. David Chaum, Richard Carback, Jeremy Clark, Aleksander Essex, Stefan
Popoveniuc, Ronald L. Rivest, Peter Y. A. Ryan, Emily Shen, Alan T. Sherman:
Scantegrity I1: End-to-End Verifiability for Optical Scan Election Systems using
Invisible Ink Confirmation Codes. EVT 2008

9. Ben Adida, Ronald L. Rivest: Scraich & vote: self-contained paper-based
cryptographic voting. WPES 2006: 29-40

L




JUams Jg | 0

Digital Currency gl
A T e “
celee wsles hoe | | e | gls
ks ajyp sl a s g

bagl 5,85, Sl 5,515 (Crypto-Currencies) Jujs, y (Digital Cash) Joous Ju b ol sdos
o 5 (BItCOIN) (upSony Jpje, U pbsl Jloms Jyy ojs> 8 ogad g By ool Bl b ot
(Block chain) 53k s o2 (5590255 b ol sailin (sl Sy 0,

0 sl lad

el sleans 0 55, slacd i ity gt g ety L vadaly S Glie 4y el
JEeo Jy ainls g oal

3ol 4l el psgie il o Sl Wl s jlsS panapet anl 3158 pate pud 5 5 paie slaailel
P oiepet gladlels o la e gacae oS 4 dx g Coanl op il 0

S glps ey o e Jl sl S plate o Jlous Jy ol el g 3 ke glaailale
o llss 5 poity® o s sladles o 2l i wimd¥ S 3t 5oy 035 e e el

Sl pde lusafe aly e gladd (Jious glad o epaeals (5000, g 85 wlajladay
(proof of work)

T e U7 -0 IR e o B e PR e TN
JEs Jy ojam slasyly sl opas oo i gl ol S

o ~515 wgfom ;0 Jpade 5 (MININEG) Gl aa opficw Sl mafcm Jsijey e
woiaf | opad oo liks o Cosdd vaddress) o glaobes sl aul sy 4 (transaction)
o e e sy S

ST e sladpre; plo b QLST daSel apa; ) gatte slasslindd pafia slasple
(Smart contract) ¥ o s aiatys glaols | 3

Solpidas gy

= Books

1. Delfs, Hans, Helmut Knebl, and Helmut Knebl. Introduction to cryptography. Vol. 2.

Berlin etc.: Springer, 2002. (chapter 5)

2. Franco, Pedro. Understanding Bitcoin: Cryptography. engineering and economics.

John Wiley &
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3. Narayanan, Arvind, et al Bitcoin and Cryptocurrency Technologies: A
Comprehensive Introduction. Princeton University Press, 2016.

4. Rosenberg, Burton, ed. Handbook of financial cryptography and security. Chapman
and Hall/CRC, 2010.

# Online courses

5. Arvind NarayananBitcoin and Cryptocurrency
Technologies. htips://www.coursera.org/learn/cryptocurrency
6. Bitcoin and Cryptocurrencies. Stanford course. hitps://crypto.stanford.edu/cs251/
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s  Theses

. Varia, Mayank Mayank Harshad. Studies in program obfuscation. Diss.
Massachusetts Institute of Technology, 2010,

2. Telang, Sidharth Durgesh. On Program Obfuscation. Diss. Comnell University,
2016.
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+ Papers

3. Sanjam Garg, Craig Gentry, Shai Halevi, Mariana Raykova, Amit
Sahai, Brent Waters:Candidate Indistinguishability Obfuscation and
Functional Encryption for all circuits. IACR Cryptology ePrint
Archive 2013: 451 (2013)

4. Collberg, Christian, Clark Thomborson, and Douglas Low. A taxonomy of
obfuscating transformations. Department of Computer Science, The
University of Auckland, New Zealand, 1997.

5. Goldwasser, Shafi, and Guy N. Rothblum. "On best-possible obfuscation.”
Theory of Cryptography Conference. Springer Berlin Heidelberg, 2007

6. Lynn, Benjamin, Manoj Prabhakaran, and Amit Sahai. "Positive results and
techniques for obfuscation." International conference on the theory and
applications of cryptographic techniques. Springer Berlin Heidelberg, 2004.
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»  Books

b3

3.

Cambndge University Press, 2006.

. Pﬂpﬂﬂ

1. D. Chaum: Blind Signatures for Untraceable Payments. CRYPTO 1982, 199-203.

2. D. Chaum, H. V. Antwerpen: Undeniable Signatures. CRYPTO 1989, 212-216.

3. K. Nyberg, R. A. Rueppel: Message Recovery for Signature Schemes Based on
the Discrete Logarithm Problem. Des. Codes Cryptography 7(1-2), 61-81 (1996).
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0. Goldreich: Foundations of Cryptography: Volume 1, New York, NY:

0. Goldreich: Foundations of Cryptography: Volume 2, Basic Applications, New
York, NY, Cambridge University Press, 2006. (Chapter 2)
J. Katz, Digital Signatures, Springer, 2010.
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* Books

Talbot, John, and Dominic James Anthony Welsh. Complexity and cryptography:
an introduction. Vol. 13. Cambridge University Press, 2006.

s  Theses

b

. Barak, Boaz. Non-black-box technigues in cryptography. Diss. Weizmann Institute
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[1] R. Vershynin, High Dimensional Probability, An Introduction with

Applications to Data Science,

http://www-personal.umich.edu/~romanv/papers/HDP-book/HDP-book.pdf
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