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dZ; pp. 579598, 2003.

5. Handschuh, 8, Staab , R, Volz, On Deep Annotation, #2003, May 2024, 2005, HBudapest, Hungaiy,
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Weh, New Orleans, 2003, pp. 700709,
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M. Klusch, B. Fries, M. Khalid, “"OWLS-MX: Hybrd Semantic Web Service Retrieval™, In Proceedings of [of
International A4AT Fall Sytpayiim on Agenis and the Semantic Web, Arlinglon VA, USa, 2005,

M. rlﬁm A. Gerber, M. Schmidt, “Semantic Web Service Composition Planning with OWLS-Xplan®, AAA|
;ﬂLﬁjm}le‘m-scrln. Arlinglon, Virginla, USA, Mav, 2003,

. - 5

— e LBy

Nage S re
32




8. Medjahed, A. Bopguettaya, A. K. Elmagarmid, “Composing Web services on the Semantic Web™, The VLDHB
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1. Fukunaga, K., introduction 1o Statistical Pattern Recognition, Academic Press,
1880,
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1. Gose E., Jehnsonbaugh, R.. & Jost 5., Pattern Recogition and Imaga Analysis,
Prentice-Hall, 1998
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Wilay, 1992,
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Course name (English} Wireless Sensor Networks '

Course D¢ Mo of units: Program: o
Prerequisites: Co-requisites!
Prepared by
Qutline

1INTRODUCTION & APPLICATIONS

2 FACTORS AFFECTING THE DESIGN OF SENSOR NETWORKS
3 APPLICATION LAYER, QUERIES AND NETWORYE MANAGEMENT
4 TRANSPORT LAYER PROTOCOLS

5 ROUTING PROTOCOLS

& MEDIUM ACCESS CONTROL PROTOCOLS

7 EAMOR CONTROL TECHMIQUES AND OPTIMAL PACKET SIZE
8 CROSS LAYER PROTOCOL SOLUTIONS

8 LOCALIZATION ALGORITHMS

10 TOPOLOGY CONTROL

11 ACTOR/SENSOR NETWORKS

12 WIRELESS MULTIMEDIA SENSOR NETWORKS

13 UNDERWATER SENSOR NETWORKS

14 UNDERGROUND SENSOR NETWORKS

15 MANG SENSOR NETWORKS

Covise Texthook

Wirelpgs Sensar Networks, F. Akyvildiz and M. C. Voran, John Wiley and Sons Publ, Company, June 2010
il Fromocnis and Architectures for Wireless Sensor Networks, H. Karl and A, Willig, John Wiley& Sons, June
2005,
I, Metworking Wireless Sensors, B. Krishnamachar], Cambridge University Press, lanuary 2006,

This Class surveys the emerging field of wireless sensor networks, which consist of many iy, iow-powsr devices
equipped with sensing, computatian, and wirnless communication capaibiiities. The couvrse will cover a broad range
af topics, Including operating systems, radio communication, netwerking protocels, time synchronizatian,
incalization, energy Management, programming abstractions, mobility, topology control, nd applical lans,
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I Daniel T. Larose, Discovering Knowledge in Data: An Intraduction to Data Mining, Wiley, 2005

Pang-Ning Tan, Michael Steinbach and Vipin Kumar, fniroduction to Data Mining | Addison-

Wesley, 151 edition, 2005,

3. 5. Chakrabutri, Mining the Web: Discovering Knowledge from Hypertext Data, Elsevier Science,
2003,

4. Jiawei Han, Micheline Kamber and Jian Pei, Data Mining: Concepts and Technigues, Morgan
Kaufmann, 2nd edition, 2005.
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1. Kishor 5. Trivedi, Probability and Statistics with Reliabifity, Queuing, and Computer Science
Applications. John Wiley and Sons, Mew York, 2001.
Fayez Geball, Analysis of Computer and Communication Natworks, Springer, 2008
3. K. Kant, Introductien to Computer Systern Performance Evaluation, MeGraw-Hill Inc., 1993
Ra| Jain. The Art of Computer Systems Performance Analysis: Technigues for Exserimental
Deslgn, Measurement, Simulation, and Modeling, John Wiley and Sons, Inc., New York, NY,
159491,
Daniel A. Menasce, Virgilio A.F, Almeida, and Lawrence W. Dowdy, Performance by Design:
Computer Capacity Planning by Example, Prentice Hall, 2004,
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v K kant, ftrodeetion to Compaer System Performance Evaduation, MeGrow-Hill, 1992
= H.K. Haverkon, Performance of Compater Communicarion Svatems, John Wiley and Sons, | 994,
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= FE.D. Lazowska, ] Zehotjan, G.8, Greham, K.S. Sevcik, Quantitative System Performance, Prentice-Hall, 1984,

s T, Nain, Besic Elements of Queweing Theory, Leciure Notes, (998,

e R Juin, The dre of Compriter Swstem Pecformance Analysis, John Wiley and Sons, 1991,

+ |l Boanks, S.JCarson, B.L. Melson, Discrete-Event Simulation, 3rd edition, Prentice-Hall, 2000,

« 0, Bolch, 8, Greiner, H. de Mese, K, Trivedi, Quevelng Networks and Markoy chaing, 2nd edition, John Wiley
and Sons, 2006,
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Course name | Theory of Cryptography (Advanced Cryptography) |

Course ID:  40-7?7 Credits: 3 Program: Graduate
Prerequisites: Dala and Neiwork Securily Co-reguisites:
1. Aim

This course aims to connect current knowledge of graduate student in information security to
advanced cryptography through these detailed targets:

1. Deep understanding of cryptography concepts.
2. Understanding of fundamentals of cryptographic mathematics.
3. Understanding of introductions, concepts, and fundamantals of the modern cryptography

4. Understanding recent researches of this topic in journals and libraries

2. Outline

1. Introductions
1.1. Cryptography and Modern Cryptography
1.2, Private-key Cryptography
1.3, Classic Cryplography and it's analysis

1.4, Principles of Modern Cryptography (Definitions, Assumptions, and Proof of Security)
2 Completely Secure Cryptography

2.1, Basic Definilions and Properties

2.2, Limitations of Completely Secure Cryptography
3. Symmetric and Pseudo-random Cryptography

3.1. Computational View of Cryptography

32 Definition of Secure Computational Cryptography
3.3 Pseudo-random Mumber Generators

3.4 Buliding Secura Cryptographic Schemes

1.5 Becurity against Chosen Plain-lext Altacks

3.6, Security against Chosen Cipher-text Altacks
4. Elliptic-curve Cryptography

4.1. Abstract Algebra
4.2. Group Theory

4.3, Field Theo
5. Measurjp #’gf?qutatinnal Difficulty/Complexity
o & = o
j l]_'_'i..l":.ﬁ w __1 ¥

:-| L "‘"ﬁ . # |'




51. Problemsin P

52 Problemsin NP
&. One-way Functions
7 Commitment Methods
. Oblivious Transfer
4. Zero-knowledge Proof Systems
10. Cryptographic Schemes
11. Digital Signature Schemes
12. Two/Multi-party Secure Protocols

3. Evaluation Criteria

il

Mid-term Exam: 256%
Final Exam; 35%
Assignments and Survay Paper. 40%

Ly P

4. References

(1]

2]
3]

4]

lonathan Katz & Yehuda Lindell, Introduction to Modorn Cryptography, Chapman & Hall CRC Press,
2007.

(Oded Goldrelch, Foundations of Cryptograph: Vol. 1: Basic Tools. Cambridge University Press, 2001.
Uded Goldraich, Foundations of Cryptograph: Vol, 1: Basic Applicotions, Combridge University Press,
1004,

Alfred |, Menezes, Paul C. van Dorschot, & Scott A Vanstone, Handbook of Applied Cryptography, CRC
Press, 1996,
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Press, 2005,

2) A Goldsmith, Wirelass Communica ons, Cambridge University Press, 2005,
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1} Embedded System Design, by Peter Marwedel, Springer 2006 ( t.s! o=

2) Embedded Systems Design: An Introduction to Processes, Tools, and Techniques, by Arnald 5. Berger,
CMP Books, 2002,
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| Course Name Networked Storage Systems

Course No.: TBR Credits; 3 | Program: Graduate
Prerequisite: - Co-réqulsita: .

Course Syllabus

1. Introduc on to Data Storage Systems and Networks
a. Storage history
b. Performance trend of disk drives and microprocessors
¢. Amdahl Law and its implica on to storage systems
2. Architectura of Data Storage Systems and Networks
2, Architecture of server-centric storage
b. Architecture of storage-centric IT Infrastructure
3. Quallta ve & Quan ta ve Metrics in Data Storage Systems and Networks
Perfarmance (throughput and response me)
Aoailability
Security
Serviceabllity
Scalability
. Provisioning & manageability
g. Powerand energy
4. Peerto Peer Storage
a. Wide-area peer to peer storage
b. Datacenter peer to peer storage
5. Advanced Topics in Distributed Storage Systems
a. Conslstancy, avaitability, par  on Tolerance in Distributed Storage Systems
Replica on in distributed storage systems
De-duplica on in distributed storage systems
Maliciousness and data security in distributed storage systems
Scalability and fault tolerance in distributed storage systems
Energy-based distributed storage systems
Distributed RAID
Metwork and scalable  |e systems
6. Stuﬁge Area Network (SAN) and Network Area Storage (NAS)
a. SAN and NAS architecture
SAN and NAS applica ons
Connec vity and fabric topology
Basic components af SAN and NAS
SAN and NAS con gura ons

Fabric securify

Types of zoning (hard.ahd so  zoming)
Manageme@% s

A case study:-hios to storgge SAN Implementa on

i 4;_,.'/{3‘
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7. Introduc on to Data Center Design
a. Backend and frontend connec vity
b. Site components
€. Site availability
d. Intra- and inter-site networking
& Cloud Compu ng
& Why cloud compu ng?
b. Basics of cloud compu ng
c. Mirtualiza onand service lsola on
d. Core cloud services
e. Implementa onof cloud compu ng
f.  Cloud case studies: Amazon and Eucalyptus
8. 1/O Technigues in Distributed Storage Systems {SCSI, 1SCS1, Fibre Channel, SAS, FICOM, ESCON)
10. Implementa on of Advanced Features of Storage systems in Distributed Storage Systems
a. Remote mirroring
b. Instant copies
t. Datamlgra en

Grading
*  Midterm: 25% A
*«  Final: 35%
¢ |n-Classpresanta ons: 10%
*  Project: 30%
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Ing., 2004,

1. Storage Networks: The complete Reference. Robert Spalding, TMH, 2003.

Storage Area Networks Essen als, R. Barker and P, Massiglia, John Wiley & Sans Inc., 2002,

Storage Technologies and Systems, IBM Journal of Research & Development, Special issue,

November 2008,

5. Introduc on to Storage Area Netwarks, ). Tate, F. Lucchese, and R. Maare, 1BM Radbonks [eBook),
July 2006,
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